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 HE encryption

AES Key 

STEP 1: Homomorphic AES Encryption - 

HE Encrypt the AES Key

AES Key 

//Randomly Generate AES Key

BytesFromGF2X(aesKey.data(), rnd, aesKey.length());

// Encrypt the AES key under the HE key                                                                                                                                                                                       

hAES.encryptAESkey(encryptedAESkey, aesKey, publicKey)

Cleartext AES Key                                                                                                                                                                           

HE encrypted AES Key                                                                                                                                                                           



 HE encryption

X 

STEP 1: Homomorphic AES Encryption - 

HE Encrypt The Plaintext X

X`

// Generate random bytes

BytesFromGF2X(ptxt.data(), rnd, ptxtLen);

//He encrypt plaintext, i.e. outout X`=Enc_HE(X)

hAES.homAESenc1(encrypted, ptxt);

Cleartext X                                                                                                                                                                           

HE encrypted X                                                                                                                                                                           



 Homomorphic AES encrypt

STEP 1: Homomorphic AES Encryption - 

Doubly encrypt X X`

hAES.homAESenc2(doublyEncrypted, encrypted, encryptedAESKey);

AES Key

X``

HE encrypted  X                                                                                                                                                                           HE encrypted key                                                                                                                                                                           

Doubly encrypted X                                                                                                                                                                           



We now have:

Check that the outcome from (1) and (2) are the same 

X`` Doubly encrypted X

Let’s do a sanity test:

1. X``

Let’s do a sanity test:

2. X AES Key

       AES encrypt
HE Decrypt

X`

X`



Now Homorphically AES Decrypt (remove “inner” AES encryption):

hAES.homAESdec(doublyEncrypted, encryptedAESkey, aesCtxt);

 Homomorphic AES decryption

X`

AES KeyX``

HE encrypted cleartext                                                                                                                                                                           

Doubly encrypted  X                                                                                                                                                                           
HE encrypted key                                                                                                                                                                           

HE encrypted X                                                                                                                                                                           

Homomorphic AES Decryption:



Where do we Stand?:

We have the plaintext X encrypted under the HE scheme

In theory, we can now do many things with this, like Homomorphic Virus Checking on Encrypted 
Data!

 

X` HE encrypted X                                                                                                                                                                           



Homomorphic Decryption:

 HE decryption

X 

X`

Cleartext X                                                                                                                                                                           

HE encrypted X                                                                                                                                                                           



Questions


